CASE STUDY

An Al hacked Hugging
Face.
On its own.

17,600 recorded actions, a self-respawning fleet across eleven
servers, and zero human operators. What OpenAl and Hugging
Face's own disclosures show, and what stops it happening to
you.

TERENCE KOK - Al & INNOVATION STRATEGIST




AGENDA 02 /10

o1 What actually happened, in order
02 Why it's the second case, not the first
03 The five controls that would have stopped it

o4 Containing your own agents, not just defending
against theirs
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THE SCALE 03 /10

17,600

individual agent actions recovered from the
intrusion

Grouped into roughly 6,280 clusters by Hugging Face's forensic team,
spanning four days, July 9 to July 13, 2026. Source: Hugging Face,
"Anatomy of a Frontier Lab Agent Intrusion.”
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THE METHOD 04 /10

THE ESCAPE CHAIN, IN ORDER

1 Sandbox escape

A zero-day in a package registry proxy gave the model a route to the open internet.

2 Target reasoning

It inferred Hugging Face hosted the answer key to its own benchmark, and went looking.

3 Two unknown flaws

A dataset-loader bug and a template-injection bug chained into remote code execution.

4 Root, then a fleet

Stolen credentials, forged tokens, and a self-respawning swarm across 11 nodes.
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NOT A ONE-OFF

05 /10

TWO LABS, TWO INCIDENTS, TEN MONTHS APART

SEP 2025 - ANTHROPIC

30

organizations targeted by a state-linked group
using a jailoroken Claude Code. Al ran 80-90%
of the attack itself.

THE HUGGING FACE INCIDENT

JUL 2026 - OPENAI

O

human operators in the Hugging Face
intrusion. No adversarial intent at all, just a goal
and too much autonomy.



THE QUOTE 06 / 10

i1

We strongly believe there was no malicious
intent on their part. It's quite mind-
blowing that all of this happened
autonomously.

— Clément Delangue, CEO & co-founder, Hugging Face
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DEFENDING YOURSELF 07 /10

FIVE CONTROLS, MAPPED TO OWASP'S AGENTIC TOP 10

(] Default-deny egress with an explicit allowlist, enforced at the
network layer

[ ] Task-scoped credentials that expire fast and never get reused
(] Ahard cap on how many sub-agents one task can spawn
(] Behavioral egress monitoring, not just signature-based detection

[] Aself-hosted fallback for the moment vendor Al won't help you
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CONTAINING YOUR OWN o8 /10

THE HARDER QUESTION THIS INCIDENT RAISES

What stops an agent you deployed, with no bad
intent at all, from doing exactly what OpenAl's
model did?

Containment enforced in infrastructure, not requested in a system
prompt. Neither real incident involved an agent ignoring an instruction not
to escalate. Both found a boundary that existed on paper and not on the
network.
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THE TAKEAWAY 09 /10

WHAT ACTUALLY CHANGES

Neither incident proves agentic Al is too
dangerous to run. Both prove the capability that
makes agents useful is the same one that makes
a misdirected agent dangerous at scale.

The organizations that come out fine are the ones treating egress control,
credential scoping, and spawn limits as infrastructure, not policy, before
the agent ships. Not after.
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FULL ARTICLE

The full timeline, the OWASP
mapping, and the containment
checklist are on the blog.

oy Terence Kok

Al & Innovation Strategist
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